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Nimero de participantes

Portugal Bl 5477 participantes
Holanda B4 20906 participantes
__Bélaica Il 5839 participantes
Itdlia il 3019 participantes
México B®l 3950 participantes A
Brasil 370 participantes e

Reino Unido 5551 participantes
Australia Bl 7776 participantes
Montreal (CA) [®ll 951 participantes
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Other Internet Monitoring Sources
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Epidemiologists across the world are
seizing the opportunity of tapping
OSNs

|d|sease' Hlocation“source“ author H evidence Hscore}l date
. 2009-10-
HINI1 || India |[Twitter Swmcrlilvi(;;:)m (Ken Asia: Mass swine flu vaccination in China as rise time approaches http://tinyurl. com/yjbymbn #swineflu #hinl | 0 23
12:54:19
2009-10-
HINI1 || India |[Twitter| IndyaNews (India News) HIN1 Kkills 4 more, toll mounts to 431 http:/bit.lv/2GrSH6 #News 0 23
11:45:11
. 2009-10-
HINI | India |[Twier] % neFuNewsIN (Ken Beware of Online Swine Flu Cures http:/tinyurl.com/vk6m322 #swineflu #h1n] 0 | 23
Wright) .49+
11:42:21
2009-10-
HINI1 || India |[Twitter praisid (Praisid Siroraj) HIN1 kills 4 more, toll mounts to 431 http:/bit.lv/XTLfkc 0 23
11:38:12
SwineFluNewsIN (Ken 2009-10-
HINI1 || India |[Twitter VS}right) Swine flu cures still online notwithstanding supervision crackdown http:/tinyurl.com/y1755cS #swineflu #hinl || O 23
11:19:30
. 2009-10-
HIN1 || India ||Twitter o mcI‘luNp wsIN (Ken Swine Flu Portugal News http:/tinyurl.com/pgyyhs #swineflu #hinl 0 23
Wright) .09-
10:09:26
SwineFluNewsIN (Ke 2009-10-
HINI || India |[Twitter V\}right) 2 Au 1g 2010 - Bwsisy$iy Vagyind Grrdvantageous thing' http:/tinyurl.com/yzhm97¢ #swineflu #hlinl 0 23
09:42:33




The Voice and Velues of Research CASRO's 325+ member companies and their 32,0M
@ whom are afforded membership benefits, represent nearly $8 ﬂulh
' /\\S R O global annual revenue-about 85% of the US research industry and

30% of the global research industry. All CASRO members must
adhere to the CASRO Code of Standards and Ethics, the enforceable
COUNGL OF AVERICAN SURVEY RESEARCH ORGANIZATIONS ® standard for research businesses for more than 30 years.

Researchers have Respondents should be:
professional and legal 1. willing participants in survey
responsibilities to their research;
respondents that are 2. appropriately informed about
embodied in the the survey’s intentions and

how their personal information
and survey responses will be
used and protected;

procedures of a research
study. Underlying these

specific responsibilities

are four fundamental

ethical principles:
2 Aug 2010 - Assyst, London

3. sufficiently satisfied with their
survey experience;
willing to participate again In
survey research.



Other Internet Monitoring Sources
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Explore flu trends - Japan
Flu Trends , . -
We've found that certain search terms are good indicators of flu activity. Google Flu Trends uses
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Scientific Data Lifecycle
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OK, let’s assume we’re about to
develop a new SIICT System that will
look into OSNs and create a shared
repository.

How do we proceed?

 We inform the users we’ll start scanning their

UGC and their frinds before deriving any
conclusions about them (their group)

* We just scan the data, because 1t 1s public.

* Do we publish/share the scanned data? Under
what access terms?

2 Aug 2010 - Assyst, London



What should we do with the
collected data on social
behaviours?

* There are two options:

— A: the Google Flutrends option: see how beautiful
are the charts I can show to you

— B: the e-science approach

2 Aug 2010 - Assyst, London
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Archiving OSN data

* The entire twitter database 1s being copied to
the LOC!

LIBRARY OF
CONGRESS

2 Aug 2010 - Assyst, London
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Anonymization in OSN ?

* While companies tend to focus on the removal of
personally-identifiable information (PII), the studies
show that re-1dentification can occur even by
combining non-PII, such as movie ratings in the
Netflix study or search engine queries in the AOL
cXamp le. epiCo Org IEH%IRRMOANTIICO rI: Rcl EV NAT(EYR
e Netflix: Arvind Narayanan and Vitaly Shmatikov
— Robust De-anonymization of Large Sparse Datasets
— De-anonymizing Social Networks

2 Aug 2010 - Assyst, London 12



The Incompatibiliy Issue

* Privacy (as we understand 1t today) and social
nets (as we use them) are incompatible.

* Danah boyd: “Putting Privacy Settings in the
Context of Use”

— See "Project Gaydar"

2 Aug 2010 - Assyst, London
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* Policy Communication

— P3P - The Platform for
Privacy Preferences. P3P
1s a standard for
communicating privacy
practices and comparing

2 Aug 2010 - Assyst, London

software system can use to enforce the
policy in enterprise I'T systems.

— WS-Privacy - "Web Service Privacy"
will be a specification for
communicating privacy policy in web
services. For example, it may specify
how privacy policy information can be
embedded in the SOAP envelope ofa
web service message.



Privacy Laws & Regulations

« EU data protection directive, etc

Any SIICT system will have a database or
access one with “personally identifiable”
information

— Will we ask permission from the national data
protection committee and each and every user for
each new query?

2 Aug 2010 - Assyst, London
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On the nature of SIICT Systems

* Problem 1s not the network, but the behaviours
learnt about individuals from the network

 No Silver Bullet

« “Classic” Engineering approaches too slow for
21st century pace

 We are now all part of a huge Living Lab

— How much longer will the fact that your cat sneezed
be relevant?...we might have to ask again.

— Are we still under control?
2 Aug 2010 - Assyst, London 16



Final Reflections on SIICT

* Will the idea of SIICT systems w/ (public?) shared
data ever fly?

— Must be conceived with
privacy in mind from the ground up.

—> Create socially-inspired design patterns
—>robots.txt for OSN? Privacy by design?

* Setup “Living Labs” for SIICT systems

* Privacy:
— The mission of scientists is to break the rules
— Hey, we’re the good guys!

2 Aug 2010 - Assyst, London 17



